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8.20 PBS SR-0020 Safeguards and Security

8.20.1 Background

Savannah River Site (SRS) encompasses 310 square
approximately 13,000. As the result of the Cold
(DOE) was left with a large inventory of nucl
stored in many locations. The Safeguards
appropriate levels of protection for SRS facilj

iles and has a workforce of
Department of Energy
aterials in various forms and
ity (S&S) program ensures
eft or diversion of special
ionage; theft or loss of
classified matter; theft or loss of gove ; her hostile acts that
may cause unacceptable impacts te i th and safety of
employees, the public, or the envi

8.20.2 End State

This project will conti ompletion date of FY 2025. S&S
requirements for the
FY 2019. From FY 20
access control and prope
support will be transferred

for EM will consist of site
2026, remaining site S& S

the environment. The program provides for a
access a the perimeter barricades and onsite
nd and alarm centers; maintain response capability for
destruction (biological, chemical, nuclear or explosive); perform

aspertation escort functions; provide law enforcement functions;
ion and access control systems; and provide and maintain a

ogram also provides technical support and documentation to manage an
system for the protection of nuclear materials, classified information, site
and personnel. The Nuclear Materia, Control, and Accountability
% A) program ensures SNM accounting in accordance with DOE requirements,
and support ongoing and new risk reduction, material consolidation, and nuclear
material hold up removal activities (e.g., residual materials in process equipment).
These activities provide assurance that SNM is properly controlled and accounted for
at all times. The Information Security program ensures that material and documents
that may contain sensitive or classified information are identified, reviewed,
appropriately marked and protected from unauthorized disclosure, and ultimately
destroyed in a timely manner. The Personnel Security program encompasses those
activities necessary to ensure only authorized personnel access the site and ensure
adequate control for areas within the site. The Cyber Security program ensures the
protection of sensitive or classified information that is electronically transmitted.

4-22-04 8.20-1



PREDECISIONAL DRAFT
SRS Environmental Management Program Performance Management Plan 2004 PMP

8.20.4 Responsibilities

The DOE-SR Office of Safeguards, Security, and Emergency Services (OSSES)
oversees and manages safeguards, security and emergency service activities at SRS.
This organization formulates and executes policies and programs in the areas of
physical, information, internal, and personnel security; classification and
declassification; computer security; technical surveillance countermeasures; foreign
travel; protective force; and MC&A. In addition, DOE provides direct management
of the perimeter security upgrade construction proj ich are performed under
separate contracts, outside those identified below.

The SRS has two contractors that perform
(WSl) provides protective forces and law
operations contractor, Westinghouse
security system maintenance, p cyber security,
information security and vulnerabi in WSRC, the
responsibility for this work sc [ i jtes Business
Unit.

8.20.5 Schedule

The security requireme
schedule;

Wackenhut Services, Inc.
e site management and

on the following

ial Complete

profile for thisPBSis TBD.

FY 2005 budget did not include any funding to address the new Design Basis
Threat (DBT) guidance. The profile above includes the cost of requirements to
comply with recently revised DBT guidance beginning in FY 2005. Preliminary
lifecycle estimates for the implementation of the DBT guidance will be included in
the FY 2006 budget.

The revised PMP baseline reflects the acceleration of FB Line deinventory from
FY 2006 to FY 2005.
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8.20.7 Key Assumptions, Agreements, Tr

Technology Needs

Technologies will be required for an effective DBT implementation. New
technologies have the potential to significantly reduce the lifecycle cost associated
with the DBT implementation. The primary costs associated with sustaining security
posture are the increased Pro Force staffing levels. These levels are primarily driven
by the need for effective interruption and neutralization of adversary forces at target
locations. Avenues for significant cost savings may be found in:

8  reduce the number of targets locations (consolidate or eliminate)
§ enhance Pro Force survivability
§ alow better tactical deployment.

ffs, and Risk
Management

Key Assumptions
The following key assumptions

schedule devel opment:

§ Thesite S&Sfootprint will be mini onsistent with nuclear materials
storage and dispadsition schedules devel opedkin the respective PBSs.
eliance on security manpower.

nventory schedules for facilities directly affect S& S lifecycle costs

pport for 3013 Security Upgrades was redirected in FY 2004, and was not

part of the FY 2005 S& S budget. Additional support in FY 2005 and FY 2006

may impact other S& S work scope

§  The Protection Strategy at SRS could be significantly changed depending on the
outcome of the DBT Annex Special Evaluation Team. If the SRS security
posture becomes more restrictive, the cost estimate for DBT implementation and
recurring costs could increase significantly

§  Obsolescence in equipment and facilities may require large-scal e replacements.
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Alternatives, Trade-offs, and Risk Management

Mitigating factors being utilized by the Office of Safeguards and Security and
Emergency Services to assure full implementation of new DBT guidance include the
acceleration of VA work into FY 2004 and optimizing integration within the EM
complex and the S& S program to ensure scope accel eration whenever feasible.

8.20.7 Performance Monitoring

8.20.8.1 HQ Monitoring and Evaluatio

Monitoring of this PBS at the HQ level is co
Integrated Planning, Accountability, and B
cost, schedule, and performance data are ¢
established baseline. All elements g
configuration control.

rimarily through use of the
(IPABS) system. Actual
S and compared to the
are under EM-HQ

Budget Milestones:

Budget Milestone:

9/30/06

9/30/19

10/1/25

Annual security surveys and management walkdowns are also conducted to assess
performance.

Refer to Section 4.3 for additional detail on site performance monitoring processes.
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